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EpiToR’ s PREFACE

My American Heritage Dictionary defines potpourri as “a combination of incongruous things.” Well,
that pretty much describes thisissue of RMR. We have everything from a twelve-step plan for the
ethically challenged to a description of one group’s efforts to help build a research administration
infrastructure in Eastern Europe.

Mary Ellen Sheridan’s article, “ Access to Research Data through the Freedom of Information Act
(FOIA),” begins thisissue with an examination of the impact a recent change to the Office of Manage-
ment and Budget (OMB) Circular A-110 will have on universities and researchers. The change was
initiated by what has become known as the “ Shelby Amendment,” which was tacked onto the 1998
Treasury Omnibus Bill. The Shelby Amendment requires that data produced under federal funds are
subject to Freedom of Information Act provisions. The impact of the change has long term implica-
tions that universities must consider.

Next, Peggy Lowry and Stephen Hansen look at the relationship of teaching and research at predomi-
nantly undergraduate ingtitutions (PUIs) in their article, “ Reconsidering Research Administration at
Predominantly Undergraduate Colleges and Universities.” What are we doing as research administra-
tors to encourage not only research but other scholarly and creative activities, as well asinstruction?
The authors encourage us to take a broader view of “research administration” and to act as agents of
change in our institutions. While their throughts primarily are directed to PUIs, they have a good
message for college and university research administrators everywhere,

Caroline Correa, Michael Crouch, and Kenneth Polk draw from their recent experience in working
with ingtitutions of higher education in eastern Europe for their article, “ Academic Research Infra-
structure: A Slovakian Workshop Experience.” The article combines a bit of history and personal
observation in telling the story of research administration after the breakup of the former Soviet Union.
The article is of value to anyone working in the area of internationalization of research administration
and those interested in the challenges of presenting professional development in a different culture.

Electronic research administration (ERA) continues to be an important topic for research administra-
tors. Inthisissue, William Irving addresses a critical element of ERA in his article, “Electronic
Research Administration - Forward View: Auditing, Record Keeping, and Security.” Aswe build
ERA systems, we must be aware of downstream impacts. This article gives us a heads up.

The article, “ Toward Ethical Leadership - A 12-Step Plan,” is an interesting change of pace to the
norma RMR piece. So much of today’ s research administration issues have significant philosophical
and ethical underpinnings. Charmaine Streharsky gives us some practical tips on how to sort through
challenging ethical questions and become “ ethical leaders’ in our institutions.

Robert Killoren
Editor
June 2001
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The contractor ... maintains an
effectiveindexing system to
permit timely and convenient
accessto theimaged records.
Thecontractor ... retainsthe
original recordsfor aminimum
of oneyear after imaging to
permit periodic validation of the
imaging system.”

Under FAR, imagingisan
acceptable standard and imaged
documents can serve asalega
substitute for paper records. The
contractor hasto demonstrate,
however, that strong procedures
exist to ensuretheimage process
hasintegrity and that it preserves
completeand accurateimages.

Thelnternal Revenue Service
has gone even a step further in its
guidanceto taxpayerson electronic
records:

(Revenue Procedure91-59)

I nstitutions using computerized
systems for accounting (with assets
greater than $10 million) must be
ableto:

producelegiblerecordsfrom
the system;

retainmachine-sensible
records; and maintain a
complete description of the
computerized accounting
systemincluding controls
used to:

ensureaccurate and reliable
processing, and

prevent the unauthorized
addition, alteration, and
deletion of retained records.

In addition, these IRS guide-
linesemphasize that “ Hardcopy
records generated off the system
are not asubstitute for machine
sensiblerecordsrequiredto be
retained.” Itisclear fromthese
criteriathat if recordsaremain-
tainedin electronicforminthe
normal course of businessthey
must be retained and be available
for audit purposes, regardless of
whether printouts of theserecords
have been generated.

Further, on maintenance and

28

storage of electronicrecords, the
IRSrefersto guidelinesdevel oped
by the National Archives and
Records Administration (NARA).

NARA recommendsthe
mai ntenance of an effectiverecords
security program that assures only
authorized personnel have access;
provides for backup and recovery
of recordsto protect against
informationloss; and minimizesthe
risk of unauthorized ateration or
erasure of electronic records. On
storage, NARA recommends
avoiding the use of floppy disksfor
long-term storage; and ensuring the
portability of the storagemedium
and the ability to transfer the
information from onemediumto
another. Because of changing
technology or deterioration,
converting storage mediaperiodi-
caly, to providefor compatibility
andto safeguard mediafromloss, is
highly recommended.

Theseguidelinesalsorequire
all retained machine-sensitive media
to be randomly sampled and tested
annually to identify any loss of data
and to discover and correct the
cause of dataloss.

All of these standards might
not currently apply to your
institution, but they are worthwhile
guidance nevertheless. We can
begin to seethat thereisamessage
emerging from Washington
concerning recordkeeping: the
electronic ageisfinaly here,
documenting electronically isnow
acceptable business practice, and
recordkeeping must betaken
serioudly. In addition, conducting
thebusiness of research electroni-
cally will beafuture prerequisite of
institutions that wish to do
business with the federal govern-
ment.

A-133 AND AUDITING
STANDARDS

What does the auditing
community and specific audit
rulings say about auditing
paperless systems? Keepin mind
that compliancerequirementsare

inextricably linked to the reported
expensesinthefinancial state-
ments. For all largeresearch
institutions supported with
government grants and contracts,
systems supporting the administra-
tion of theseawardsarerequired to
be evaluated annually as part of an
institute-wide audit in accordance
with Office of Management and
Budget Circular A-133. Theaudit
must be performed by an indepen-
dent audit organization, in accor-
dancewith Generally Accepted
Government Auditing Standards
(GAGAYS), commonly known asthe
Y ellow Book. GAGA Srequiresthe
auditor to understand safeguarding
controlsover computer processing
to ensurefinancial statementsare
not materially misstated (Section
4.29). Anexampleof these safe-
guarding controlsincludes access
to applications and proceduresfor
datasecurity. Under an A-133 audit,
areport on the scope and results of
testing of internal controlsand
opinions on thefairness of the
financial statementsand the
auditee srelated compliancewith
lawsand regulations, arerequired.
The GAGAS standards, by refer-
ence, incorporateall Generally
Accepted Auditing Standards
(whicharetherulesCertified Public
Accountants must follow in
conductingtheir audits). A commit-
tee of the American Ingtitute of
CPAsrecently issued amendments
to its guidance on evidence
gathered in afinancia audit . The
amendment discussestheimplica-
tionsof electronic evidenceonan
audit and presents possible audit
approaches. It states that where
significant informationisprocessed
electronically and electronic
evidence may not beretrievableat a
later timewhen filesare updated,
and backup filesreflecting such
activity as of acertain date do not
exist, theauditor should perform
tests of controlsto gather eviden-
tial matter to usein assessing
control risk (thisistherisk that
good business practicesare not in
effect). Wheretestsare not
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possible, however, the auditor must
consider theeffectsof not perform-
ing these steps on hisor her report.
Someof the controlsover electronic
information that might betested
include such areas as transaction
authorization, dataintegrity, data
accessrestrictions, and computer
security.

Besidestheeffectsonthe
financial statementsand theinternal
control structure,
whereacomputer

ties, and;

Availahility, sufficiency, and
competency of data, in
electronicandin paper
formats, to achieve audit
objectives (obtaining an
understanding of these
elementswould include
consideration of internal
control related to security
over computer-processed

ask themselves, Which of the ERA
functions (transaction sets) pose
the greatest risks and must be
secured? Some of the onesthat
immediately cometo mindinclude
proposal sign-off, effecting
electronic approval; proposa
submission; account establishment;
pre-award approvals; and e-mail
evidencing monitoring or approva
processes.
Froman audit
standpoint, the general

systemisintegral to . . risksin ERA systems
thegrantee’ scompli- From an audit StandeI nt, the include (1) unauthorized
ancewith federal . . accessto ERA transac-
program requirements, general rlg(s In ERA W stems tions, which may involve
and issues are i i confidentia information,
eninemamaybe  |INCIUME ... unauthorized access to| 3 heddetonor
materialtohahigh risk ERA transaCtiOnS and the manipulation of ERA
program, the A-133 . . . transactions.

adtor shoud deletion or manipulation of ERA  Jocounte these
consider theintegrity . risksin the openness o
of the computer transactions. the Web, thereis aneed
system in conducting for Sound Security

an ingtitute-wide audit. Practices. Accordingto
Accordingly, it would be necessary data.) theWorld Wide Web Consortium,

totest internal controlsover, and
compliance with, program require-
mentsrelativeto the computer
system in order to support the
opinionon compliancefor ahigh-
risk program, such asresearch &
development.

A recentrevisionto GAGAS
(Amendment | - May 1999) callsfor
additional documentation require-
ments to ensure that auditors
conducting financial statement
auditscarefully consider controls
related to assertions made by
management which are significantly
dependent on computer applica-
tionsand, accordingly, limit audit
risk related to such assertions.

The new standard requires the
auditor in obtaining an understand-
ing of theentity’ scomputer
processing to consider the:

Extent computer processing is
used,

Complexity of the computer
operations,

Organizationa structureof the
computer processing activi-
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Insummary, auditorsare
charged with theresponsibility to
understand the control environment
that the ERA system is operating
within and must obtain acomfort
level with the business practices
being followed. Theauditorswill be
reguiredtotest the controls over
theelectronicinformation or, where
inefficient to do so, must document
the effect on the audit opinion or
report. Computer security isan
integral part of theoverall control
structure.

E-CoMMERCE SECURITY

Electronic commerceembodies
both EDI and Web-based technol o-
giesin the conduct of business
transactions. The Web-enabled
approach, whichiscurrently the
clear method of choice, usesthe
internet and the World-Wide-Web
to transact business through an
established Web site using Web
browser software. Asinstitutions
utilizethese systemsto perform
research work administrators must

the single most important strategy
for increasing an organization's
Web siteand e-commerce security
isthe development of awritten
security policy. Thispolicy should
emphasizetheimportance of, and
individual responsibility for, good
business practices and effective
control. A written security program
accessibletoall employeesserves
to heighten security awareness
throughout an institution. Some of
the key components of astrong
security programinclude:

Management commitment to
security through training;

Accesstoinformation
restricted to aneed-to-know
basis only;

Theresponsible manager or
owner of thedata(i.e., PI)
provideswritten authorization
for user access,

Security awarenessisa
continuous process and
educating employees of their
responsibilitiesisanimpor-
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tant part of this process; and

A security administrator, who
isnot an end-user, is
assigned toimplement,

encrypted datafile viathe Web to
the addressee (intended receiver).
Thereceiver holdsanother (private)

attesting to its completeness and
the accuracy of theinformation
furnished. The Pl would use her

private key and cryptography

monitor, and enforce
established security
policies.

Besides a sound security
policy, many institutions and
federa agenciesareutilizing
various enabling technologies
for secureel ectronic com-
merce: encryptionand
authentication routines, fire

|mplementing security
policy in a web-based
ERA system requires

forethought and
planning.

(encryption) programto
atach a“digital signature’ to
the proposal. The agency
would receive the document
sent via the Internet and an
authorized recipient would
confirmthe proposa’s
authenticity by usingthe Pl's
public key and a cryptogra-
phy program (to decrypt).
Thereisawaysthe possibil-

walls, and digital signaturesor
certificates.

Authentication is used today
to validate a person’s or entity’s
workstation or database server and
represents an essential component
to strong access security proce-
duresin an ERA system. Authenti-
cationissimply the act of verifying
theidentity of auser (or server) and
theuser’seligibility to access
certaininformation. Itisdesignedto
protect against fraudulent logon
activity. It canasorefer tothe
verification of the correctnessof a
pieceof data. Therearedifferent
methods of authentication:

Unique user identification;

Password system and
personal identification
number (PIN);

Digital signature (seefurther
discussion laterinthisarticle)
and;

Confidentiality through the
useof encryption.

Some of these authentication
methods are used a one, while
othersmay be used in combination.

Encryption has been and
continuesto be one of the stron-
gest toolsin our security arsenal.
Asdefined here, it isatechniqueto
protect information from prying
eyes. You can encrypt data with the
useof a(public) key, whichis
essentially apiece of softwarethat
usesan agorithmto scrambleyour
data. You can then send the
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key with the corresponding
algorithm, which can unlock and
decrypt the datafile. To ensure that
thereceiver istheintended receiver,
public keys should be distributed in
acontrolled fashion. Currently, the
most secure way of doing thisisby
using aCertification Authority
(CA).[Pleaserefer tothediscussion
of Certificateslater inthisarticle)]
Note that no absolute safeguards
areavailable. In today’ s security
environment, however, the use of
public key technology isahighly
recommended protection scheme.

Another means of validating a
person’ sor entity’ sidentity iswith
theuseof digital or electronic
signatures. Electronic signatures
are gaining widespread use and
courtrooms have looked at these
signingsfor acceptability. The
result isthat el ectronic signatures
will havethe sameforce and effect
asawritten signature. The E-
Signature when properly applied
securesthedata, making it unalter-
able.

Hereagain, encryption
techniques and public key technol -
ogy are employed. The question
addressed hereishow to sign, or
evidence, legal approva of elec-
tronic documents. Evidencethat a
person approved a particular
€lectronic document could be
gathered in different ways. For
example, aPrincipal Investigator
has completed her research
proposal and wantsto signiit,

ity that the authentication
could be compromised, and
the person claiming to bethe PI
couldin fact be animposter who
has gained unauthorized access to
the P’ sprivate key.

Theelectronic signature
received awell-deserved boost over
the past year with the passage of
legislation and regulation on using
and accepting electronic documents
and signatures. Under the Govern-
ment Paperwork Elimination Act
(October 1998), the Commerce
Department will createaway for
each federal agency to makefederal
forms, suchascomplianceinforma
tion, availableelectronically andto
allow citizenstosigntheformswith
digita signatures. Agencieswill
have three yearsto makethe
transition. Another government
pilot programinvolving the
Education Department now allows
students to apply for grants and
loans over the Web and sign their
applicationsusing electronic
signatures. Furthermore, the IRS
has recently issued regulations that
allow theuse of digita signatures
on all tax forms submitted el ectroni-
caly fortax year 1998. Theseare
important changesthat portend well
for electronic documentation, and
thefurther reduction of paper
documents.

SeECURITY PROFILES

Implementing security policy in
aWeb-based ERA system requires

Winter / Spring 2001 RVIR



forethought and planning. The
system owner(s) or stakeholders
must decidewho will beallowed
accesstowhat researchinforma-
tion. How will that accessbe
restricted? And, whowill maintain
the security system going forward?

Onceaccessto an ERA system
isgained, controls should further
restrict usersto those screens and
to those functions needed to
performtheir administrativework.

Individual security profiles
should be established for each
system user. Each profile should be
designed in such amanner that it
restrictsan individual’ saccessto
only that data for which he/she has
aneed to know. The permissions
granted to each user vary depend-
ing on the particular user’ s needs.
Regardless of the system, assign-
ing, changing, and deleting access
privileges can be a big task and
reguires dedicated resources, such
asafull or part-time System
Adminigtrator.

Accessrights are usually
maintained in atable. Each system
has a somewhat unique security
architecture. Accesstothistable
should berestricted to the System
Administrator. Inan ERA system,
for example, anindividua may be
able to access agrant award
proposal in-process screen, the
program looksin the authorization
database and checks the user
profileto seeif theactivity is
authorized or not. If authorized, the
user is granted access to that
screen. However, onceinthe
screen, theuser may require
additional authorizationto perform
other transactions, such as
certifying on acompleted proposal.

ADDITIONAL SECURITY
M EASURES

In addition to the above, a
number of other control strategies
can be employed to further enhance
an organization’ selectronic
commerce security and providean
added layer of protectiontoitsERA
system. Someof these additional
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safeguardsincludefirewalls, audit
trails, event reporting, segregating
of servers, and Digital Certificates.

Firewallscan be software,
hardware, or acombination of
software and hardware, configured
insuch away to screen (filter) all
incoming calls (datapackets) to
mission critical servers, permitting
or denying access based on a set of
criteriadefined by the administrator.
Firewallsare designed asameans
to build theaccess control perim-
eter defensefor anetwork, and
serveto detect external attacks.
However, sincetheredlity isthat an
estimated 80% of network attacks
comefrominsidean organization,
the futureisless about keeping
people out and is more about
installing devices and setting
permissionsfor identifying users
and enforcing levels of assigned
access.

Having an Audit Trail is
another recommended security
practicewheretransaction activity
islogged and related to detail
captured in afilefor subsequent
review. Such information includes
the date and time, user name, the
application accessed, and the
task(s) performed. Event reporting
is an automated process that
captures and reports to the System
Administrator or security officer
selected activity on accessto
sensitive applications, such as
number of unsuccessful log-on
attemptsmade by auser from either
anexternal or internal source. Such
login attempts may or may not be
malicious. Somefollow-up onthese
occurrences may berequired.

Physically segregating dataon
separate servers, one server for use
by membersof theorganization’s
research community, and asecond
server for use by thosein the wider
Internet world, isanother option for
protecting data. This option can be
costly though, but, for some
organi zations with astrong concern
for confidentiality, thiswould
provide that added layer of
protection.

Inlight of the need to combat

internal security threatswithin an
organization and the possible
compromiseof publickey technol-
ogy, Digital Certificatesprovidea
critical enablingtool for companies
doing E-Commerce. A Digita
Certificateisadigital signatureof a
public key made by aCertification
Authority (CA). The CA, an
independent trusted entity or
person responsiblefor protecting
public keysinanetwork, certifiesto
therecipient of asigned message
that it has confirmed the accuracy
of theidentification of the user,
verifying to the server that the
individual iswho he/she claimsto
be. A high degree of trust is placed
inthe CA. In many states, aCA
must be licensed and audited
periodically in order for the
signatureto belegally binding.
Having acertificate, however, does
not automatically guarantee that the
technology will be accepted by an
outside vendor, sponsor, or domain
(other CA).

Each user isresponsiblefor
protecting his/her private key. A
copy of thecertifier’ spublickey is
provided to each user. The fastest
growing segment of security
softwaretoday iscertificate
authority technology. As previ-
oudly notedinthisarticle, public
key technol ogy can be compro-
mised without careful key manage-
ment. One must beparticularly
cautious, therefore, how the public
key isdistributed. Key management
isof utmostimportancehere. In
responseto thiscritical need,
Certificate Authoritieshavecome
onto the scene, providing akey
management facility supportinga
public key infrastructure solution.

This technology provides
access control by preventing
holdersof revoked digital certifi-
catesfrom accessing or wreaking
havoc on a network.

RECORD STORAGE
DEevicEs

Long-terminformationstorage

31



issueswill continueto scale upward
asmoreinstitutionsarerequired to
maintain their el ectronic records.
Proper storage of ERA recordswill
becomecritically important to
ensuretheir availability for audit
and legal purposes.

One document management
system that has gained widespread
support isimage systems. Methods
of capturing datain these systems
include scanning a paper document
and transmitting el ectronicfiles.
Image systems reduce the volume
of paper created, circulated, and
stored by organizations, for later
retrieval. Likeany filing system,
though, it must provide effective
management controlsto protect the
integrity of the ERA imagescreated.
L ogical accesscontrolsover the
imageand index datawill provide
thisneeded protection.

When storing ERA recordsthe
stability of themediawill also be
essential. Magnetic mediaare
particularly susceptibleto
environmental damage. If

PreserviING ERA
REcorDs To ENSURE
LEcAL ADMISSIBILITY

Changesininstitutional policy
on record retention may be needed
to address the unique issues
relativeto maintenance of electronic
media. Institutions should follow all
federal program requirementson
retention periods but should avoid
exceeding them, wherever possible,
by adhering to established destruc-
tion schedules. Thereal test of
electronicrecordsin ERA systems
is at the point when they are
subpoenaed as part of alegal
proceeding. An occurrenceof this
typeis not uncommon when
dealing with federal grantsand
contracts, where stewardship and
accountability areintegral tothe
award. Benjamin Wright, anoted
attorney, haswritten extensively on
legal issuesrelated to the use of

ments; there must be safeguardsin
placeto preclude record tampering
and records must be maintained in a
retrievableformat. Logging when
the records were created and by
whomisalso arecommended
practice.

Inthe case of electronic
recordssubstituting for originals
(such as scanned documents used
inoptical disk storage), itis
incumbent on the records manager
to demonstrate the trustworthiness
of record copiesand the
organization' spracticesusedto
maintain them. The courts have
established aset of principlesunder
which record copiesare accepted as
evidenceinfedera courts. The
practicesthey look for include:

Physical safeguarding of
hardware and archive media,

Periodic system testing and
auditing,

Information processing
controls(i.e., redundancy

stored improperly, afloppy
diskette can become
unreadableinjust afew
months. Even CD-ROMsor
WORMS(Write-Once-
Read-Many) have afinite
life expectancy (anywhere
from5to0 100 years). If
scratched, CD-ROMScan
deteriorateinjust afew
years, whileproperly stored
CDsshould last afew
decades.

Optical Storageis
becoming the storage

Optical Storage
Isbecoming the
storage medium

of choice.

checks),

Audit Trails(see
previous discussion), and

User Access
Controls(following
NARA guidelines).

ASSURANCE
SERVICES

Asnoted earlier,
because of itsuser-
friendly environment for

medium of choice. Optical
Disksoffer high-density
storage at alow cost over magnetic
media. Optical Storageforimaging
systemsincludesWORM, CD-
ROM, Optical Tape, and Laser Disk.
WORM offershigh capacity
storage that can be written to but
cannot be erased, whichisideal for
archival purposes.
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electronic records. In hisbook, The
Law of Electronic Commerce, he
suggests that to ensure the legal
admissibility of electronicrecords
theinformation must bereliableand
accurate, and proof of authenticity
and trustworthiness must be
demonstrated. The courts consider
the storage media used and how
easily it can bealtered in determin-
ingreliability. They also consider
thetreatment of storage docu-

exchanging documents,
moreorganizationswith ERA
systems have moved to the internet
to conduct their business el ectroni-
cally. Security, however, remainsa
concern. For thisreason, thereisa
growing need for some independent
assurance that business practices
areadequateto protect aclient’s
electronictransactions. Inre-
sponse, anumber of service
providersare now offering assur-
ance servicesfor your Web page.
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One such service offered by the
American Institute of CPAS, in
conjunctionwithVeriSigninc., is
referred to asthe “ CPA WebTrust.”

The CPA WebTrugt isthe
Good Housekeeping seal of
approval onaWeb site. Itis
designed to assesscommerce Web
sitesto assure they meet estab-
lished criteriafor standard business
practicesand controlsover
transaction integrity and informa-
tion protection. The examination
looksat three areas:

Business practices—How long
it takesto processan order, for
example;

Transaction integrity — This
may involve sending acustomer a
confirming e-mail, after theorderis
placed; and

Information Protection—
Checking to seethat the
organization’ scomputer serversuse
appropriate technology to encrypt
private customer information.

Upon completion of theexam
an assurance servicesreport is
issued. If thereview resultsin no
reportablefindings, an unqualified
report isissued and the WebTrust
Sedl isaffixedtothesite. Thesiteis
reviewed quarterly, and an assur-
anceisgood for up to six months.
The Seal could belifted and added
to an unaudited site. To protect
against this possibility, a potential
customer could check thevalidity
of theseal by clickingonitand, if
authentic, wouldimmediately link to
theVeriSign Web site--in effect, a
form of confirmation. Thislatter link
isalmost impossibletoforge.

Besides assurance for our Web
sites, entitiesneed to provide
assurancefor their internal systems.
In this connection, the AICPA has
established another important
servicereferredto as SysTrust.

The SysTrust service entails
the independent accountant
providing an assurance servicein
which the team evaluates and tests
whether asystemisreliablewhen
measured against four essential
reliability principles: Availability,
Security, Integrity, and Maintain-
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ability. For each of thefour prin-
ciples, criteriahave been estab-
lished against which a system can
be evaluated. The SysTrust criteria
aredesigned to be complete,
relevant, objective, and measurable,
and to address all of the system
components (infrastructure,
software, people, procedures, and
data) and their relationship among
them.

Itisimportant torealize
upfront, however, that the
WebTrust, like any of the assurance
services available, is not aguaran-
tee of the quality of goods/services
obtained through the internet. Its
sole purpose, instead, isto assist
entitiesand their customersin
assessing the risks of doing
businesselectronically (AICPA/
CICA Web Trugt Principlesand
Criteriafor Business-to-Consumer
ElectronicCommerce,
www.ai cpa.org/webtrust/index.htm).

NEexT STEPS

If your ingtitution has an ERA
systemin operation, or isrespon-
siblefor oneunder devel opment,
you should plan now to address the
record retention, audit, and security
issues discussed here. Be pro-
activeto better manage theinherent
risks associated with such asystem
and prepare now for future audits. A
self-assessment tool such asan
ERA ReadinessChecklist (ExhibitI)
could be used to assess your
ingtitution’ s Security, Record-
Retention, and Audit preparedness.

In the early stages of anew
system devel opment (referred to as
Requirements Definition stage),
ensurethe need for proper record
retentionisclearly delineated. In
addition, thoroughly test all
electronic approval sto verify that
the system isworking as expected
and has required integrity. Any
subsequent configuration changes
or changesto the application
should also be tested by the users
during integration testing. Solicit
the assistance of your

organization’ sinformation systems
staff on all security and technical
matters. Work with the head of
researchand all affected department
heads, in establishing policieson
accessrightsand security profiles
for the new system. Decide now
who will have signing authority for
research proposals. Remember, the
final responsibility should continue
toresidewith the Principal Investi-
gator--this should not, and perhaps
cannot, be delegated. Prepare a
contingency plan to be activated in
the event of an emergency. The
plan should include periodic testing
of disaster recovery proceduresand
providecritical facilities, asneeded,
to ensure continuing operations.
Security over in-house systems
should also be eva uated periodi-
caly by your internal or externa
auditors.

In the case of agovernment
ERA system, it would not be
inappropriate for you to request the
agency to provide your organiza-
tion with a statement of assurance
astothelevel of security main-
tained and the frequency of
independent evaluation. After al,
your proposal may containintellec-
tual property or other proprietary or
confidential information, which
must be safeguarded against
unauthorized viewing.

Assign the ERA system
administration task to atrustworthy,
properly trained individua whom
you canrely ontoensureall profile
changes are made and failed access
attempts investigated.

Finaly, for those organizations
seeking anincreased level of
confidence over transacting
business over the internet, a
number of assurance servicesare
being offered that can provide an
added comfort level.

Seethenext pagefor an ERA
audit and security checklist.
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ERA AupiT AND SECURITY READINESS CHECKLIST

Record Retention Planning Early in Systems Devel opment;

Establish aWritten Security Policy;

Assign aSystem Administrator to Manage the ERA System and Enforce Security Policy;
Develop and Maintain User AccessProfiles;

Establish a Schedulefor Backup and Recovery of Recordsto Protect Against Information Loss;
Develop and Test a Contingency Plan;

SchedulePeriodic Conversion of StorageMedia;

Make Security Awareness/Training a Continuous Process;

Implement Authentication Methods (Unique User I D, Personal | dentification, and Encryption) to Protect
Information Transmitted over Web-based Systems;

Implement Digital Signaturesfor Legally Binding Documents
Install aFirewall to Serveasthe Access Control Perimeter —First Line of Defense; and

Engage a Third Party to Conduct a Periodic I ndependent System A ssessment to Test the Integrity of Controls
in Safeguarding Business Transactions.
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Toward Ethical Leadership —
A 12-Step Plan

Charmaine Streharsky
TheUniversty of Akron

Abstract

Research administrators' decisionsare often complex and ethics/value laden, so leadersinthisfield may
find themsel ves benefiting from additional attention to their skillsinthisarea. Inthisarticle the author
providesapractical 12-step plan to aid administratorsintheir development asethical leaders.

esearch grant and
contract administrators
faceinordinate pressures

that involve ethics and
decision making and have repercus-
sionsfor agreat number of diverse
stakeholders. These individuals can
betruly termed public administra-
tors, whether their employersare
public or private, as they advance
proposals, negotiate contracts, and
support the advancement of
knowledge for the public good and
involving public funds. Rarely can
they performtheir work alone. Not
only arethey called upon to be
leadersby virtueof their legitimate
appointments, but they also
function frequently inrolesas
group leaders across departments
and disciplines and as lead negotia-
torsfor their organizations. Both
leadership and ethical decision
making are mattersof high concern
inthisdynamicfield. Itisproposed
herethat research administrators,
and perhaps public administrators
ingeneral, could enhancetheir
ethical leadership by practicing the
following 12 steps.
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Step ONE: CONSIDER
ETHICAL PRINCIPLES, ENDS,
AND MEANS

Keepinmindthefour classic
ethical principlesof:

Reciprocity, first donoharm
and do to others as you
would have them do to you;

Reversibility, actingwith
empathy and putting yourself
in the other person’s shoes,

Utility, looking to accomplish
the greatest good for the
greatest number, considering
both the widest effect and the
deepest effectsonindividu-
as, and

Universality, withfairnessand
impartiaity, not being
capriciousor arbitrary.

Thedifficulties, of course, liein
thefact that the “ethical” decision
that best supports one of these
ethical principlesmay not necessar-
ily bethe best from the standpoint

of another of these principles. For
example, the action that would best
satisfy theprincipleof utility
(generally the greatest good for the
greatest number) could be very
cruel totherightsof minority
groups, who might best be served
by actionsfirst supporting the
reversibility principleof empathy.
Therefore, even among “good”
decisions, abalance must be struck
to reach the best result.
Anne-MarieRizzo (1998, p. 10)
constructed problem-solving tools
toaidintheteaching of administra-
tive ethics. These steps could be
useful in*“ ethicsaudits’ imple-
mented by the leader that draw
specific attention to the ethics,
values, and morality associated
with optionsin decision making.
First, of course, asanormal part of
rational decisionmakingthe
problem or question must be clearly
defined, followed by afocuson
action options. In ethics audits,
each option then should be
considered in turn so that the value
judgmentsand ethica principles
supporting each can be described.

35



Ask yourselveswhy, for ethica
reasons, you propose selecting
each action and what the arguments
areagainst each. Remember aways
that the end AND means (the
processto arrive at that end) must
be considered, aswell asthe
potential impact onal groupslikely
to be affected. Thenext vital stepis
toreconsider theethically prin-
cipled opposing viewsfor each.
Debate the question asto how, or if,
qualificationsor amendmentscould
be madeto either of these opposing
views that might lead to an action
that better satisfiesthedesired
ethical principlesand values. Then
finalizethedecisionto act. For
good decisions, we must make a
consciouseffort to reflect onthe
spiritaswell astheletter of thelaw.
A good leader encourages all group
membersto do likewise, which
brings us to step two.

Step Two: M AKE IT SAFE
FOR SUBORDINATES TO
QUESTION DECISIONS ON
ETHICAL GROUNDS

When beginning this step one
should bear in mind the vital
“followership skills’ described by
John Newstrom and Keith Davis
(1993, p. 225), inabook linkedtoa
Saga Corporation study. The
assertion was that many subordi-
natesfail in jobsand do not become
leaders because they lack
followership skills. Thedesired
followership behaviorsdescribed
include:

Not competing with theleader
tobeinthelimelight;

Being aloyal and supportive
team player;

Not being a“yes’ person who
automatically agrees,

Acting as devil’s advocate by
asking penetrating questions;

Constructively confronting
the leader’ sideas, values, and
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actions; and

Anticipating potential
problems and preventing
them.

Notethat many of these
involvethewell-intentioned and
non-threatening gquestioning of
actions, decisions, and values
proposed by the leader. To bea
principled |eader and to empower
subordinates appropriately, the
leader must find waysto allow this
guestioning to occur in an atmo-
sphere of cooperation that fosters
mutual respect and support
between theleader and followers,
and among thefollowersthem-
selvesinthefuture.

Do whatever you must to
accomplishthis. When possible,
delay thedecisionfor an extra48
hours, or over aweekend, to allow
all participantsto have second
thoughts. Secret ballot arrange-
mentsthat allow for theexpression
of ethically principled reservations
could be made, inwhich the leader
should participate aswell. Each
ethical question raised should be
considered by the whole group. If
emotion runs high among some
members, perhaps a subgroup of a
few othersof integrity, but without
asmuch passion for aparticular
issue, should be assigned the task
of brainstorming for compromises
and bringing the accommodations
recommended back to thegroup for
another look. A humble attitude and
sincere appeal s on these matters by
the leader can go along way toward
success here, by admitting out loud
that any of theteam (including the
leader) could momentarily losetheir
ethical compass or be blinded by
the promise of afine outcome, with
theresult that theimmorality of
aspects of the meansto get there
could be overlooked or distorted.
Thefina decision generally fallsto
thelegitimateleader, and that
administrator should begrateful to
receive the most honest evaluations
of the subordinates before making
thesetough ethical calls.

Step THREE: GET IN THE
HABIT OF EXPLAINING
YOURSELF

M ost administratorswould not
think of making apolicy recommen-
dation or other important decision
to superiorswithout including a
pragmatic rationalefor the action
proposed. Be sure that in these
statementsto superiorsthe
rationaleincludesrel evant ethical
and moral reasonsaswell. Related
to the previous point on making it
safefor subordinatesto question
and debate decisions on ethical
grounds, be sure that you routinely
share your own motivationsin
decision making with your fol low-
ers. Doing so, for onething, makes
you examinethesemore con-
scioudly yourself. For another, asa
leader sharing your own rationales
for choosing among alternatives, it
allowsyour followersto know you
better, toreflect upontheir own
ethics and values, to predict better
what you would have them decide
in your absence, to question you
more appropriately with better
result, and to realize how very
difficult somedecisionsareto make.
Thisalso helpsothersto be more
forgivingwhenyou err, for at least
they understand your good
intention.

STEP FOUR:
COMMUNICATE ALL FACTS
THAT YOU CAN TO
FOLLOWERS

Hold nothing back from your
subordinatesand followers except
that which you must delay impart-
ing for legal or ethical reasons.
Communicateinformation clearly to
your group, identifying for them the
extenttowhichit may befreely
disseminated, or alternatively, the
extent towhichit must berestricted
to discussions only within your
group. Convey to the group the
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reasonsfor any confidentiality of
thedata. Encourageyour followers
to shareinformation with you
similarly. Reassuresubordinates
that you will shareinformation as
you can and as soon as possible,
and encouragethemto come
directly to you with questions. Do
the same with your superiors. To
seethat you areaso aloyd
follower when appropriate can be
inspiring and exemplary to your
subordinates aswell.

Step FIvE: SHARE YOUR
SPECULATIONS

(1993) in hisbook onrenewal for
leadersisfor thelong-distance
leader to set an example of self-
criticism AND thepassiontolearn.
Hereminds usthat learning and
development goals should be part
of any formal evaluation process,
for self and others. This should not
belimitedtojust that whichis
obviously job related. Deeper
knowledge, whether in order to
master new software, understand
technol ogical advances of our
society, or learn thelessons of
history, will contributeto better
decisions. We arejust beginning to

George Frederickson, in hischapter
on “pushing things up to their first
principles’ (Frederickson, 1997, p.
234), provideseight principlesfor
public administrators. Theeighthis
that “ The spirit of public adminis-
tration isdependent on amoral
base of benevolencetoal citizens.”
Benevolencetoall necessarily
meansinclusion of al representa-
tives and perspectives.

Step EIGHT: L OOSEN AND
LIGHTEN UP

Thenecessity for
diversity and inclusiveness

Sometimesitisnot the
information that isthe cause
of concerntofollowers, but
thedifficultiesin ng
itslikely impact. Again, share
all you can. Just be sure you
makevery clear whichare
the known facts and which
are purely your own specula-
tions of what might happen.
Beredlistic, but also makeit
a habit to try to put the most

Be sure that the process,
end, means, and your
leadersnip are
appropriately inclusive
of diverse ideas and
individuals.

aso remindsus not to try so
hardtodoit all on our own.
Asleaders we should take
issues seriously, but not
ourselves. This helps our
followersto do the same.
Remember, public service
virtuesinclude humility, and
humility can be enhanced
with agood dose of self-
deprecating humor. The
ability to laugh at yourself

charitable construction on
the acts and motives of
others. Encourageyour followersto
do the same. Keep healthy specula
tion going, the kind that helps us
preparein positivewaysfor various
scenarios, not the destructive type
that leadsto angry irrational actsor
depression over events that may
never happen. Through a process
of sharing and discovering the
accuracy of predictionsover time,
leaderscan honetheir own predic-
tiveand intuitive skills and encour-
agetheir followerstodo likewise.
Of coursebemindful of themoral
dilemmas associated with betting.

Step Six: NEVER sTOP
LEARNING

Socrates, Plato, Aristotle, St.
Thomas Aquinas, and Kant, among
hundreds of other philosophers,
saw virtuein knowledge. One of the
steps advocated by John O’ Nell
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understand the links between
musical achievement and math-
ematical development, between
motor activity and speech profi-
ciency, and soon. Theleader’srole
aswilling learner setstheexample
andinspiresfollowers.

Step SEVEN: BE INCLUSIVE

Be sure that the process, end,
means, and your leadership are
appropriately inclusive of diverse
ideas and individuals. Again,
accordingto O’ Neil (O’ Neil, 1993,
pp. 251-253), women may havea
dight advantage here, asthey are
moreaccustomed to self-observa-
tion and introspection and more
willing to seek support. Butin
today’s society the gender gaps
arguably areclosing. Diversity is
not only astrength; itisan
obligationinapluralistic society. H.

often endears you to others,
reduces your stress and that
of others, and givesyour followers
confidencetodolikewise.

Sterp NINE: RECOGNIZE
POWER AND USEIT IN
ETHICAL WAYS

GrantandHoover (1994)
discuss French and Raven's eight
bases of power, including:

Coercive power - thesticks;
Reward power - the carrots;

Legitimate power based on
organizational rank/position;

Referent power - dueto
existing personal trust and
loyalty given by followers;

Expert power- based on
knowledge and mastery;

Information power - based on
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access to data and control of
its dissemination;

Connection power - based on
links to powerful others; and

Persuasive power - or
charisma.

Weall have* power points’ of
adifferent kind than their usual
reference today. The greater our
number of power points, the more
responsible we must be as we face
the inevitable equal potential for
abuse of power. Remember that
those with the greatest amount of
information, resources, networks,
rank, charm, and persuasive
personality must be the most
vigilant not to abuse their power.

Step TEN: BEWARE OF
VICES PARTICULARLY
DANGEROUS FOR PUBLIC
SERVANTS

Carol Lewisand Bayard Catron
(Handbook of Public Administra-
tion, 1996, pp. 705-707) speak of
public service virtues and vices.
Someof their virtueshave already
beenalludedtoinearlier steps,
including humility, moral sensitivity
and imagination, moral courage, and
prudence. Wewould dowell, as
research administratorsand
potential leadersfor public good, to
guard especially against the vices
they mention, includingself-
righteousness, self-indulgence,
self-protection, and self-deception.
Honest introspection, advocacy for
effectiveaccountability and
institutional controls, and providing
safemeansfor followersto ques-
tion uson ethical baseswill goa
long way toward helping us avoid
these vices and hypocrisy.

Step ELEVEN: COMBAT
CYNICISM AND EMBRACE
OPTIMISM

Cynicism can paralyze usto
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the point where we do not try to
accomplish good. At worst it
spreads as a destructive raging
virus. Raymond Cox (2000, p. 6)
points out that too often we see our
leadersas merely “transactional”
rather than “transformational”;
adding to this, the press often plays
the cynic. One result described by
Cox hasto do with those occasions
in which the right decision happens
also to be “good politics’-under
such circumstances the decision

perhaps the most painful to bear,
especially by those who value
virtue. Sometimes we lose our
moral compass; sometimes this
occurs while seeking political gain.
However, only rarely do we
perceive our ethical failures as
dramatic falls. As Robin Marshall
Bittick (2000, p. 2) says, “. . . the
lure of politics does not usually
require individuals to make major
changesin their beliefsall at once.
Rather, it lures them to make

maker incre-
risks mental
bein . moral
o |Those with the greatest amount| com.
]‘3' zed of information, resources, pro-
or misesin
doing networks, rank, charm, and order to
theright . . gan
ting | PErsuasive personality must be | e
Sobeit. | the most vigilant not to abuse | victory”
As ! Whether
lead-ers their power. in acts
we of
would omis-
dowsdll sion or

to grant our leaders, including
elected officias, the benefit of the
doubt regarding motivations. We
should also makeit a habit to share
ALL thereasonsfor our decisions
and positions on public policies,
including the ethical rationales, in
appropriate terms, even to the
media. We may wear the rock of
cynicism down with the gentle
water of amultitude of virtuous
decisions.

Practiceoptimism, albeit
cautious optimism on occasion. Act
and speak asif you areoptimistic
until you actually fed it, if neces-
sary. Optimismisapowerful
leadershiptool. Itinspires, com-
forts, instills hopesin others, and
causes us to act and others to
fallow.

Step TweLvE: NEVER
GIVE UP THE GOOD FIGHT

When you fall down, admit it
and humbly and stubbornly try
again. Falls of an ethical nature are

commission, admitting to our
followers and othersthat we are
ashamed of ourselves because we
have not lived up to our own
expectations is one of the most
painful stepswe must take. But it
can aso be powerfully inspira
tional to others. Gracein victory,
and humility and endurance through
personal failures and other defeats,
are marks of exemplary leaders.
We should practice such gracein
winning, humble confession when
we err, and persistence when things
go wrong in the small day-to-day
events, so that we will be ready for
the major victories or the serious
mistakes when they come.

CoNCLUSION

Leadership, likelifeitself, isa
journey. Asleadersin our profes-
sion we must routinely analyze
strengths and weaknesses in
ourselves and in our followers,
while considering the opportuni-
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ties and threats present in our we al may act more ethically, use our power responsibly,
situations. Aswe choose our paths share our thoughts more openly, overcome the nay-sayers, and fight
of action, it is hoped that these learn more willingly, spread for the right with good cheer and
twelve steps may be of help, sothat ~ goodwill and good humor broadly, resilience.
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