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EDITOR’S PREFACE

My American Heritage Dictionary defines potpourri as “a combination of incongruous things.”  Well,
that pretty much describes this issue of RMR.  We have everything from a twelve-step plan for the
ethically challenged to a description of one group’s efforts to help build a research administration
infrastructure in Eastern Europe.

Mary Ellen Sheridan’s article, “Access to Research Data through the Freedom of Information Act
(FOIA),” begins this issue with an examination of the impact a recent change to the Office of Manage-
ment and Budget (OMB) Circular A-110 will have on universities and researchers.  The change was
initiated by what has become known as the “Shelby Amendment,” which was tacked onto the 1998
Treasury Omnibus Bill.  The Shelby Amendment requires that data produced under federal funds are
subject to Freedom of Information Act provisions.  The impact of the change has long term implica-
tions that universities must consider.

Next, Peggy Lowry and Stephen Hansen look at the relationship of teaching and research at predomi-
nantly undergraduate institutions (PUIs) in their article, “Reconsidering Research Administration at
Predominantly Undergraduate Colleges and Universities.”  What are we doing as research administra-
tors to encourage not only research but other scholarly and creative activities, as well as instruction?
The authors encourage us to take a broader view of “research administration” and to act as agents of
change in our institutions.  While their throughts primarily are directed to PUIs, they have a good
message for college and university research administrators everywhere.

Caroline Correa, Michael Crouch, and Kenneth Polk draw from their recent experience in working
with institutions of higher education in eastern Europe for their article, “Academic Research Infra-
structure: A Slovakian Workshop Experience.”  The article combines a bit of history and personal
observation in telling the story of research administration after the breakup of the former Soviet Union.
The article is of value to anyone working in the area of internationalization of research administration
and those interested in the challenges of presenting professional development in a different culture.

Electronic research administration (ERA) continues to be an important topic for research administra-
tors.  In this issue, William Irving addresses a critical element of ERA in his article, “Electronic
Research Administration - Forward View: Auditing, Record Keeping, and Security.”  As we build
ERA systems, we must be aware of downstream impacts.  This article gives us a heads up.

The article, “Toward Ethical Leadership - A 12-Step Plan,” is an interesting change of pace to the
normal RMR piece.  So much of today’s research administration issues have significant philosophical
and ethical underpinnings.  Charmaine Streharsky gives us some practical tips on how to sort through
challenging ethical questions and become “ethical leaders” in our institutions.

Robert Killoren
Editor
June 2001
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The contractor … maintains an
effective indexing system to
permit timely and convenient
access to the imaged records.
The contractor … retains the
original records for a minimum
of one year after imaging to
permit periodic validation of the
imaging system.”

Under FAR, imaging is an
acceptable standard and imaged
documents can serve as a legal
substitute for paper records. The
contractor has to demonstrate,
however, that strong procedures
exist to ensure the image process
has integrity and that it preserves
complete and accurate images.

The Internal Revenue Service
has gone even a step further in its
guidance to taxpayers on electronic
records:

(Revenue Procedure 91-59)
Institutions using computerized
systems for accounting (with assets
greater than $10 million) must be
able to:

· produce legible records from
the system;

· retain machine-sensible
records; and maintain a
complete description of the
computerized accounting
system including controls
used to:

· ensure accurate and reliable
processing, and

· prevent the unauthorized
addition, alteration, and
deletion of retained records.

In addition, these IRS guide-
lines emphasize that “Hardcopy
records generated off the system
are not a substitute for machine
sensible records required to be
retained.” It is clear from these
criteria that if records are main-
tained in electronic form in the
normal course of business they
must be retained and be available
for audit purposes, regardless of
whether printouts of these records
have been generated.

Further, on maintenance and

storage of electronic records, the
IRS refers to guidelines developed
by the National Archives and
Records Administration (NARA).

NARA recommends the
maintenance of an effective records
security program that assures only
authorized personnel have access;
provides for backup and recovery
of records to protect against
information loss; and minimizes the
risk of unauthorized alteration or
erasure of electronic records. On
storage, NARA recommends
avoiding the use of floppy disks for
long-term storage; and ensuring the
portability of the storage medium
and the ability to transfer the
information from one medium to
another. Because of changing
technology or deterioration,
converting storage media periodi-
cally, to provide for compatibility
and to safeguard media from loss, is
highly recommended.

These guidelines also require
all retained machine-sensitive media
to be randomly sampled and tested
annually to identify any loss of data
and to discover and correct the
cause of data loss.

All of these standards might
not currently apply to your
institution, but they are worthwhile
guidance nevertheless. We can
begin to see that there is a message
emerging from Washington
concerning recordkeeping: the
electronic age is finally here,
documenting electronically is now
acceptable business practice, and
recordkeeping must be taken
seriously. In addition, conducting
the business of research electroni-
cally will be a future prerequisite of
institutions that wish to do
business with the federal govern-
ment.

A-133 AND AUDITING

STANDARDS

What does the auditing
community and specific audit
rulings say about auditing
paperless systems? Keep in mind
that compliance requirements are

inextricably linked to the reported
expenses in the financial state-
ments. For all large research
institutions supported with
government grants and contracts,
systems supporting the administra-
tion of these awards are required to
be evaluated annually as part of an
institute-wide audit in accordance
with Office of Management and
Budget Circular A-133. The audit
must be performed by an indepen-
dent audit organization, in accor-
dance with Generally Accepted
Government Auditing Standards
(GAGAS), commonly known as the
Yellow Book. GAGAS requires the
auditor to understand safeguarding
controls over computer processing
to ensure financial statements are
not materially misstated (Section
4.29). An example of these safe-
guarding controls includes access
to applications and procedures for
data security. Under an A-133 audit,
a report on the scope and results of
testing of internal controls and
opinions on the fairness of the
financial statements and the
auditee’s related compliance with
laws and regulations, are required.
The GAGAS standards, by refer-
ence, incorporate all Generally
Accepted Auditing Standards
(which are the rules Certified Public
Accountants must follow in
conducting their audits). A commit-
tee of the American Institute of
CPAs recently issued amendments
to its guidance on evidence
gathered in a financial audit . The
amendment discusses the implica-
tions of electronic evidence on an
audit and presents possible audit
approaches. It states that where
significant information is processed
electronically and electronic
evidence may not be retrievable at a
later time when files are updated,
and backup files reflecting such
activity as of a certain date do not
exist, the auditor should perform
tests of controls to gather eviden-
tial matter to use in assessing
control risk (this is the risk that
good business practices are not in
effect). Where tests are not
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possible, however, the auditor must
consider the effects of not perform-
ing these steps on his or her report.
Some of the controls over electronic
information that might be tested
include such areas as transaction
authorization, data integrity, data
access restrictions, and computer
security.

Besides the effects on the
financial statements and the internal
control structure,
where a computer
system is integral to
the grantee’s compli-
ance with federal
program requirements,
and issues are
identified that may be
material to a high risk
program, the A-133
auditor should
consider the integrity
of the computer
system in conducting
an institute-wide audit.
Accordingly, it would be necessary
to test internal controls over, and
compliance with, program require-
ments relative to the computer
system in order to support the
opinion on compliance for a high-
risk program, such as research &
development.

A recent revision to GAGAS
(Amendment I - May 1999) calls for
additional documentation require-
ments to ensure that auditors
conducting financial statement
audits carefully consider controls
related to assertions made by
management which are significantly
dependent on computer applica-
tions and, accordingly, limit audit
risk related to such assertions.

The new standard requires the
auditor in obtaining an understand-
ing of the entity’s computer
processing to consider the:

· Extent computer processing is
used,

· Complexity of the computer
operations,

· Organizational structure of the
computer processing activi-

ties, and;

· Availability, sufficiency, and
competency of data, in
electronic and in paper
formats, to achieve audit
objectives (obtaining an
understanding of these
elements would include
consideration of internal
control related to security
over computer-processed

data.)

In summary, auditors are
charged with the responsibility to
understand the control environment
that the ERA system is operating
within and must obtain a comfort
level with the business practices
being followed. The auditors will be
required to test the controls over
the electronic information or, where
inefficient to do so, must document
the effect on the audit opinion or
report. Computer security is an
integral part of the overall control
structure.

E-COMMERCE SECURITY

Electronic commerce embodies
both EDI and Web-based technolo-
gies in the conduct of business
transactions. The Web-enabled
approach, which is currently the
clear method of choice, uses the
internet and the World-Wide-Web
to transact business through an
established Web site using Web
browser software. As institutions
utilize these systems to perform
research work administrators must

ask themselves, Which of the ERA
functions (transaction sets) pose
the greatest risks and must be
secured? Some of the ones that
immediately come to mind include
proposal sign-off, effecting
electronic approval; proposal
submission; account establishment;
pre-award approvals; and e-mail
evidencing monitoring or approval
processes.

From an audit
standpoint, the general
risks in ERA systems
include (1) unauthorized
access to ERA transac-
tions, which may involve
confidential information,
(2) and the deletion or
manipulation of ERA
transactions.

To counter these
risks in the openness of
the Web, there is a need
for Sound Security
Practices. According to

the World Wide Web Consortium,
the single most important strategy
for increasing an organization’s
Web site and e-commerce security
is the development of a written
security policy. This policy should
emphasize the importance of, and
individual responsibility for, good
business practices and effective
control. A written security program
accessible to all employees serves
to heighten security awareness
throughout an institution. Some of
the key components of a strong
security program include:

· Management commitment to
security through training;

· Access to information
restricted to a need-to-know
basis only;

· The responsible manager or
owner of the data (i.e., PI)
provides written authorization
for user access;

· Security awareness is a
continuous process and
educating employees of their
responsibilities is an impor-

From an audit standpoint, the
general risks in ERA systems

include ... unauthorized access to
ERA transactions ... and the

deletion or manipulation of ERA
transactions.
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tant part of this process; and

· A security administrator, who
is not an end-user, is
assigned to implement,
monitor, and enforce
established security
policies.

Besides a sound security
policy, many institutions and
federal agencies are utilizing
various enabling technologies
for secure electronic com-
merce: encryption and
authentication routines, fire
walls, and digital signatures or
certificates.

Authentication is used today
to validate a person’s or entity’s
workstation or database server and
represents an essential component
to strong access security proce-
dures in an ERA system. Authenti-
cation is simply the act of verifying
the identity of a user (or server) and
the user’s eligibility to access
certain information. It is designed to
protect against fraudulent logon
activity. It can also refer to the
verification of the correctness of a
piece of data. There are different
methods of authentication:

· Unique user identification;

· Password system and
personal identification
number (PIN);

· Digital signature (see further
discussion later in this article)
and;

· Confidentiality through the
use of encryption.

Some of these authentication
methods are used alone, while
others may be used in combination.

Encryption has been and
continues to be one of the stron-
gest tools in our security arsenal.
As defined here, it is a technique to
protect information from prying
eyes. You can encrypt data with the
use of a (public) key, which is
essentially a piece of software that
uses an algorithm to scramble your
data. You can then send the

encrypted data file via the Web to
the addressee (intended receiver).
The receiver holds another (private)

key with the corresponding
algorithm, which can unlock and
decrypt the data file. To ensure that
the receiver is the intended receiver,
public keys should be distributed in
a controlled fashion. Currently, the
most secure way of doing this is by
using a Certification Authority
(CA). [Please refer to the discussion
of Certificates later in this article.]
Note that no absolute safeguards
are available. In today’s security
environment, however, the use of
public key technology is a highly
recommended protection scheme.

Another means of validating a
person’s or entity’s identity is with
the use of digital or electronic
signatures. Electronic signatures
are gaining widespread use and
courtrooms have looked at these
signings for acceptability. The
result is that electronic signatures
will have the same force and effect
as a written signature. The E-
Signature when properly applied
secures the data, making it unalter-
able.

Here again, encryption
techniques and public key technol-
ogy are employed. The question
addressed here is how to sign, or
evidence, legal approval of elec-
tronic documents. Evidence that a
person approved a particular
electronic document could be
gathered in different ways. For
example, a Principal Investigator
has completed her research
proposal and wants to sign it,

attesting to its completeness and
the accuracy of the information
furnished. The PI would use her

private key and cryptography
(encryption) program to
attach a “digital signature” to
the proposal. The agency
would receive the document
sent via the Internet and an
authorized recipient would
confirm the proposal’s
authenticity by using the PI’s
public key and a cryptogra-
phy program (to decrypt).
There is always the possibil-
ity that the authentication
could be compromised, and

the person claiming to be the PI
could in fact be an imposter who
has gained unauthorized access to
the PI’s private key.

The electronic signature
received a well-deserved boost over
the past year with the passage of
legislation and regulation on using
and accepting electronic documents
and signatures. Under the Govern-
ment Paperwork Elimination Act
(October 1998), the Commerce
Department will create a way for
each federal agency to make federal
forms, such as compliance informa-
tion, available electronically and to
allow citizens to sign the forms with
digital signatures. Agencies will
have three years to make the
transition. Another government
pilot program involving the
Education Department now allows
students to apply for grants and
loans over the Web and sign their
applications using electronic
signatures. Furthermore, the IRS
has recently issued regulations that
allow the use of digital signatures
on all tax forms submitted electroni-
cally for tax year 1998. These are
important changes that portend well
for electronic documentation, and
the further reduction of paper
documents.

SECURITY PROFILES

Implementing security policy in
a Web-based ERA system requires

Implementing security
policy in a web-based
ERA system requires

forethought and
planning.
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forethought and planning. The
system owner(s) or stakeholders
must decide who will be allowed
access to what research informa-
tion. How will that access be
restricted? And, who will maintain
the security system going forward?

Once access to an ERA system
is gained, controls should further
restrict users to those screens and
to those functions needed to
perform their administrative work.

Individual security profiles
should be established for each
system user. Each profile should be
designed in such a manner that it
restricts an individual’s access to
only that data for which he/she has
a need to know. The permissions
granted to each user vary depend-
ing on the particular user’s needs.
Regardless of the system, assign-
ing, changing, and deleting access
privileges can be a big task and
requires dedicated resources, such
as a full or part-time System
Administrator.

Access rights are usually
maintained in a table. Each system
has a somewhat unique security
architecture. Access to this table
should be restricted to the System
Administrator. In an ERA system,
for example, an individual may be
able to access a grant award
proposal in-process screen, the
program looks in the authorization
database and checks the user
profile to see if the activity is
authorized or not. If authorized, the
user is granted access to that
screen. However, once in the
screen, the user may require
additional authorization to perform
other transactions, such as
certifying on a completed proposal.

ADDITIONAL SECURITY

MEASURES

In addition to the above, a
number of other control strategies
can be employed to further enhance
an organization’s electronic
commerce security and provide an
added layer of protection to its ERA
system. Some of these additional

safeguards include firewalls, audit
trails, event reporting, segregating
of servers, and Digital Certificates.

Firewalls can be software,
hardware, or a combination of
software and hardware, configured
in such a way to screen (filter) all
incoming calls (data packets) to
mission critical servers, permitting
or denying access based on a set of
criteria defined by the administrator.
Firewalls are designed as a means
to build the access control perim-
eter defense for a network, and
serve to detect external attacks.
However, since the reality is that an
estimated 80% of network attacks
come from inside an organization,
the future is less about keeping
people out and is more about
installing devices and setting
permissions for identifying users
and enforcing levels of assigned
access.

Having an Audit Trail is
another recommended security
practice where transaction activity
is logged and related to detail
captured in a file for subsequent
review. Such information includes
the date and time, user name, the
application accessed, and the
task(s) performed. Event reporting
is an automated process that
captures and reports to the System
Administrator or security officer
selected activity on access to
sensitive applications, such as
number of unsuccessful log-on
attempts made by a user from either
an external or internal source. Such
login attempts may or may not be
malicious. Some follow-up on these
occurrences may be required.

Physically segregating data on
separate servers, one server for use
by members of the organization’s
research community, and a second
server for use by those in the wider
Internet world, is another option for
protecting data. This option can be
costly though, but, for some
organizations with a strong concern
for confidentiality, this would
provide that added layer of
protection.

In light of the need to combat

internal security threats within an
organization and the possible
compromise of public key technol-
ogy, Digital Certificates provide a
critical enabling tool for companies
doing E-Commerce. A Digital
Certificate is a digital signature of a
public key made by a Certification
Authority (CA). The CA, an
independent trusted entity or
person responsible for protecting
public keys in a network, certifies to
the recipient of a signed message
that it has confirmed the accuracy
of the identification of the user,
verifying to the server that the
individual is who he/she claims to
be. A high degree of trust is placed
in the CA. In many states, a CA
must be licensed and audited
periodically in order for the
signature to be legally binding.
Having a certificate, however, does
not automatically guarantee that the
technology will be accepted by an
outside vendor, sponsor, or domain
(other CA).

Each user is responsible for
protecting his/her private key. A
copy of the certifier’s public key is
provided to each user. The fastest
growing segment of security
software today is certificate
authority technology. As previ-
ously noted in this article, public
key technology can be compro-
mised without careful key manage-
ment. One must be particularly
cautious, therefore, how the public
key is distributed. Key management
is of utmost importance here. In
response to this critical need,
Certificate Authorities have come
onto the scene, providing a key
management facility supporting a
public key infrastructure solution.

This technology provides
access control by preventing
holders of revoked digital certifi-
cates from accessing or wreaking
havoc on a network.

RECORD STORAGE

DEVICES

Long-term information storage
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issues will continue to scale upward
as more institutions are required to
maintain their electronic records.
Proper storage of ERA records will
become critically important to
ensure their availability for audit
and legal purposes.

One document management
system that has gained widespread
support is image systems. Methods
of capturing data in these systems
include scanning a paper document
and transmitting electronic files.
Image systems reduce the volume
of paper created, circulated, and
stored by organizations, for later
retrieval. Like any filing system,
though, it must provide effective
management controls to protect the
integrity of the ERA images created.
Logical access controls over the
image and index data will provide
this needed protection.

When storing ERA records the
stability of the media will also be
essential. Magnetic media are
particularly susceptible to
environmental damage. If
stored improperly, a floppy
diskette can become
unreadable in just a few
months. Even CD-ROMs or
WORMS (Write-Once-
Read-Many) have a finite
life expectancy (anywhere
from 5 to 100 years). If
scratched, CD-ROMS can
deteriorate in just a few
years, while properly stored
CDs should last a few
decades.

Optical Storage is
becoming the storage
medium of choice. Optical
Disks offer high-density
storage at a low cost over magnetic
media. Optical Storage for imaging
systems includes WORM, CD-
ROM, Optical Tape, and Laser Disk.
WORM offers high capacity
storage that can be written to but
cannot be erased, which is ideal for
archival purposes.

PRESERVING ERA
RECORDS TO ENSURE

LEGAL ADMISSIBILITY

Changes in institutional policy
on record retention may be needed
to address the unique issues
relative to maintenance of electronic
media. Institutions should follow all
federal program requirements on
retention periods but should avoid
exceeding them, wherever possible,
by adhering to established destruc-
tion schedules. The real test of
electronic records in ERA systems
is at the point when they are
subpoenaed as part of a legal
proceeding. An occurrence of this
type is not uncommon when
dealing with federal grants and
contracts, where stewardship and
accountability are integral to the
award. Benjamin Wright, a noted
attorney, has written extensively on
legal issues related to the use of

electronic records. In his book, The
Law of Electronic Commerce, he
suggests that to ensure the legal
admissibility of electronic records
the information must be reliable and
accurate, and proof of authenticity
and trustworthiness must be
demonstrated. The courts consider
the storage media used and how
easily it can be altered in determin-
ing reliability. They also consider
the treatment of storage docu-

ments; there must be safeguards in
place to preclude record tampering
and records must be maintained in a
retrievable format. Logging when
the records were created and by
whom is also a recommended
practice.

In the case of electronic
records substituting for originals
(such as scanned documents used
in optical disk storage), it is
incumbent on the records manager
to demonstrate the trustworthiness
of record copies and the
organization’s practices used to
maintain them. The courts have
established a set of principles under
which record copies are accepted as
evidence in federal courts. The
practices they look for include:

· Physical safeguarding of
hardware and archive media,

· Periodic system testing and
auditing,

· Information processing
controls ( i.e., redundancy
checks),

· Audit Trails (see
previous discussion), and

· User Access
Controls (following
NARA guidelines).

ASSURANCE

SERVICES

As noted earlier,
because of its user-
friendly environment for
exchanging documents,

more organizations with ERA
systems have moved to the internet
to conduct their business electroni-
cally. Security, however, remains a
concern. For this reason, there is a
growing need for some independent
assurance that business practices
are adequate to protect a client’s
electronic transactions. In re-
sponse, a number of service
providers are now offering assur-
ance services for your Web page.

Optical Storage
is becoming the
storage medium

of choice.
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One such service offered by the
American Institute of CPAs, in
conjunction with VeriSign Inc., is
referred to as the “CPA WebTrust.”

The CPA WebTrust is the
Good Housekeeping seal of
approval on a Web site. It is
designed to assess commerce Web
sites to assure they meet estab-
lished criteria for standard business
practices and controls over
transaction integrity and informa-
tion protection. The examination
looks at three areas:

Business practices – How long
it takes to process an order, for
example;

Transaction integrity – This
may involve sending a customer a
confirming e-mail, after the order is
placed; and

Information Protection –
Checking to see that the
organization’s computer servers use
appropriate technology to encrypt
private customer information.

Upon completion of the exam
an assurance services report is
issued. If the review results in no
reportable findings, an unqualified
report is issued and the WebTrust
Seal is affixed to the site. The site is
reviewed quarterly, and an assur-
ance is good for up to six months.
The Seal could be lifted and added
to an unaudited site. To protect
against this possibility, a potential
customer could check the validity
of the seal by clicking on it and, if
authentic, would immediately link to
the VeriSign Web site--in effect, a
form of confirmation. This latter link
is almost impossible to forge.

Besides assurance for our Web
sites, entities need to provide
assurance for their internal systems.
In this connection, the AICPA has
established another important
service referred to as SysTrust.

The SysTrust service entails
the independent accountant
providing an assurance service in
which the team evaluates and tests
whether a system is reliable when
measured against four essential
reliability principles: Availability,
Security, Integrity, and Maintain-

ability. For each of the four prin-
ciples, criteria have been estab-
lished against which a system can
be evaluated. The SysTrust criteria
are designed to be complete,
relevant, objective, and measurable,
and to address all of the system
components (infrastructure,
software, people, procedures, and
data) and their relationship among
them.

It is important to realize
upfront, however, that the
WebTrust, like any of the assurance
services available, is not a guaran-
tee of the quality of goods/services
obtained through the internet. Its
sole purpose, instead, is to assist
entities and their customers in
assessing the risks of doing
business electronically (AICPA/
CICA Web Trust Principles and
Criteria for Business-to-Consumer
Electronic Commerce,
www.aicpa.org/webtrust/index.htm).

NEXT STEPS

If your institution has an ERA
system in operation, or is respon-
sible for one under development,
you should plan now to address the
record retention, audit, and security
issues discussed here. Be pro-
active to better manage the inherent
risks associated with such a system
and prepare now for future audits. A
self-assessment tool such as an
ERA Readiness Checklist (Exhibit I)
could be used to assess your
institution’s Security, Record-
Retention, and Audit preparedness.

In the early stages of a new
system development (referred to as
Requirements Definition stage),
ensure the need for proper record
retention is clearly delineated. In
addition, thoroughly test all
electronic approvals to verify that
the system is working as expected
and has required integrity. Any
subsequent configuration changes
or changes to the application
should also be tested by the users
during integration testing. Solicit
the assistance of your

organization’s information systems
staff on all security and technical
matters. Work with the head of
research and all affected department
heads, in establishing policies on
access rights and security profiles
for the new system. Decide now
who will have signing authority for
research proposals. Remember, the
final responsibility should continue
to reside with the Principal Investi-
gator--this should not, and perhaps
cannot, be delegated. Prepare a
contingency plan to be activated in
the event of an emergency. The
plan should include periodic testing
of disaster recovery procedures and
provide critical facilities, as needed,
to ensure continuing operations.
Security over in-house systems
should also be evaluated periodi-
cally by your internal or external
auditors.

In the case of a government
ERA system, it would not be
inappropriate for you to request the
agency to provide your organiza-
tion with a statement of assurance
as to the level of security main-
tained and the frequency of
independent evaluation. After all,
your proposal may contain intellec-
tual property or other proprietary or
confidential information, which
must be safeguarded against
unauthorized viewing.

Assign the ERA system
administration task to a trustworthy,
properly trained individual whom
you can rely on to ensure all profile
changes are made and failed access
attempts investigated.

Finally, for those organizations
seeking an increased level of
confidence over transacting
business over the internet, a
number of assurance services are
being offered that can provide an
added comfort level.

See the next page for an ERA
audit and security checklist.
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ERA AUDIT AND SECURITY READINESS CHECKLIST

· Record Retention Planning Early in Systems Development;

· Establish a Written Security Policy;

· Assign a System Administrator to Manage the ERA System and Enforce Security Policy;

· Develop and Maintain User Access Profiles;

· Establish a Schedule for Backup and Recovery of Records to Protect Against Information Loss;

· Develop and Test a Contingency Plan;

· Schedule Periodic Conversion of Storage Media;

· Make Security Awareness/Training a Continuous Process;

· Implement Authentication Methods (Unique User ID, Personal Identification, and Encryption) to Protect
Information Transmitted over Web-based Systems;

· Implement Digital Signatures for Legally Binding Documents

· Install a Firewall to Serve as the Access Control Perimeter – First Line of Defense; and

· Engage a Third Party to Conduct a Periodic Independent System Assessment to Test the Integrity of Controls
in Safeguarding Business Transactions.
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Toward Ethical Leadership –
A 12-Step Plan

Charmaine Streharsky
The University of Akron

Abstract

Research administrators’ decisions are often complex and ethics/value laden, so leaders in this field may
find themselves benefiting from additional attention to their skills in this area. In this article the author
provides a practical 12-step plan to aid administrators in their development as ethical leaders.

esearch grant and
contract administrators
face inordinate pressures
that involve ethics and

decision making and have repercus-
sions for a great number of diverse
stakeholders. These individuals can
be truly termed public administra-
tors, whether their employers are
public or private, as they advance
proposals, negotiate contracts, and
support the advancement of
knowledge for the public good and
involving public funds. Rarely can
they perform their work alone. Not
only are they called upon to be
leaders by virtue of their legitimate
appointments, but they also
function frequently in roles as
group leaders across departments
and disciplines and as lead negotia-
tors for their organizations. Both
leadership and ethical decision
making are matters of high concern
in this dynamic field. It is proposed
here that research administrators,
and perhaps public administrators
in general, could enhance their
ethical leadership by practicing the
following 12 steps.

STEP ONE: CONSIDER

ETHICAL PRINCIPLES, ENDS,
AND MEANS

Keep in mind the four classic
ethical principles of:

· Reciprocity, first do no harm
and do to others as you
would have them do to you;

· Reversibility, acting with
empathy and putting yourself
in the other person’s shoes;

· Utility, looking to accomplish
the greatest good for the
greatest number, considering
both the widest effect and the
deepest effects on individu-
als; and

· Universality, with fairness and
impartiality, not being
capricious or arbitrary.

The difficulties, of course, lie in
the fact that the “ethical” decision
that best supports one of these
ethical principles may not necessar-
ily be the best from the standpoint

of another of these principles. For
example, the action that would best
satisfy the principle of utility
(generally the greatest good for the
greatest number) could be very
cruel to the rights of minority
groups, who might best be served
by actions first supporting the
reversibility principle of empathy.
Therefore, even among “good”
decisions, a balance must be struck
to reach the best result.

Anne-Marie Rizzo (1998, p. 10)
constructed problem-solving tools
to aid in the teaching of administra-
tive ethics. These steps could be
useful in “ethics audits” imple-
mented by the leader that draw
specific attention to the ethics,
values, and morality associated
with options in decision making.
First, of course, as a normal part of
rational decision making the
problem or question must be clearly
defined, followed by a focus on
action options. In ethics audits,
each option then should be
considered in turn so that the value
judgments and ethical principles
supporting each can be described.

R
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Ask yourselves why, for ethical
reasons, you propose selecting
each action and what the arguments
are against each. Remember always
that the end AND means (the
process to arrive at that end) must
be considered, as well as the
potential impact on all groups likely
to be affected. The next vital step is
to reconsider the ethically prin-
cipled opposing views for each.
Debate the question as to how, or if,
qualifications or amendments could
be made to either of these opposing
views that might lead to an action
that better satisfies the desired
ethical principles and values. Then
finalize the decision to act. For
good decisions, we must make a
conscious effort to reflect on the
spirit as well as the letter of the law.
A good leader encourages all group
members to do likewise, which
brings us to step two.

STEP TWO: MAKE IT SAFE

FOR SUBORDINATES TO

QUESTION  DECISIONS ON

ETHICAL GROUNDS

When beginning this step one
should bear in mind the vital
“followership skills” described by
John Newstrom and Keith Davis
(1993, p. 225), in a book linked to a
Saga Corporation study. The
assertion was that many subordi-
nates fail in jobs and do not become
leaders because they lack
followership skills. The desired
followership behaviors described
include:

· Not competing with the leader
to be in the limelight;

· Being a loyal and supportive
team player;

· Not being a “yes” person who
automatically agrees;

· Acting as devil’s advocate by
asking penetrating questions;

· Constructively confronting
the leader’s ideas, values, and

actions; and

· Anticipating potential
problems and preventing
them.

Note that many of these
involve the well-intentioned and
non-threatening questioning of
actions, decisions, and values
proposed by the leader. To be a
principled leader and to empower
subordinates appropriately, the
leader must find ways to allow this
questioning to occur in an atmo-
sphere of cooperation that fosters
mutual respect and support
between the leader and followers,
and among the followers them-
selves in the future.

Do whatever you must to
accomplish this. When possible,
delay the decision for an extra 48
hours, or over a weekend, to allow
all participants to have second
thoughts. Secret ballot arrange-
ments that allow for the expression
of ethically principled reservations
could be made, in which the leader
should participate as well. Each
ethical question raised should be
considered by the whole group. If
emotion runs high among some
members, perhaps a subgroup of a
few others of integrity, but without
as much passion for a particular
issue, should be assigned the task
of brainstorming for compromises
and bringing the accommodations
recommended back to the group for
another look. A humble attitude and
sincere appeals on these matters by
the leader can go a long way toward
success here, by admitting out loud
that any of the team (including the
leader) could momentarily lose their
ethical compass or be blinded by
the promise of a fine outcome, with
the result that the immorality of
aspects of the means to get there
could be overlooked or distorted.
The final decision generally falls to
the legitimate leader, and that
administrator should be grateful to
receive the most honest evaluations
of the subordinates before making
these tough ethical calls.

STEP THREE: GET IN THE

HABIT OF EXPLAINING

YOURSELF

Most administrators would not
think of making a policy recommen-
dation or other important decision
to superiors without including a
pragmatic rationale for the action
proposed. Be sure that in these
statements to superiors the
rationale includes relevant ethical
and moral reasons as well. Related
to the previous point on making it
safe for subordinates to question
and debate decisions on ethical
grounds, be sure that you routinely
share your own motivations in
decision making with your follow-
ers. Doing so, for one thing, makes
you examine these more con-
sciously yourself. For another, as a
leader sharing your own rationales
for choosing among alternatives, it
allows your followers to know you
better, to reflect upon their own
ethics and values, to predict better
what you would have them decide
in your absence, to question you
more appropriately with better
result, and to realize how very
difficult some decisions are to make.
This also helps others to be more
forgiving when you err, for at least
they understand your good
intention.

STEP FOUR:
COMMUNICATE ALL FACTS

THAT YOU CAN TO

FOLLOWERS

Hold nothing back from your
subordinates and followers except
that which you must delay impart-
ing for legal or ethical reasons.
Communicate information clearly to
your group, identifying for them the
extent to which it may be freely
disseminated, or alternatively, the
extent to which it must be restricted
to discussions only within your
group. Convey to the group the
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reasons for any confidentiality of
the data. Encourage your followers
to share information with you
similarly. Reassure subordinates
that you will share information as
you can and as soon as possible,
and encourage them to come
directly to you with questions. Do
the same with your superiors. To
see that you are also a loyal
follower when appropriate can be
inspiring and exemplary to your
subordinates as well.

STEP FIVE: SHARE YOUR

SPECULATIONS

Sometimes it is not the
information that is the cause
of concern to followers, but
the difficulties in assessing
its likely impact. Again, share
all you can. Just be sure you
make very clear which are
the known facts and which
are purely your own specula-
tions of what might happen.
Be realistic, but also make it
a habit to try to put the most
charitable construction on
the acts and motives of
others. Encourage your followers to
do the same. Keep healthy specula-
tion going, the kind that helps us
prepare in positive ways for various
scenarios, not the destructive type
that leads to angry irrational acts or
depression over events that may
never happen. Through a process
of sharing and discovering the
accuracy of predictions over time,
leaders can hone their own predic-
tive and intuitive skills and encour-
age their followers to do likewise.
Of course be mindful of the moral
dilemmas associated with betting.

STEP SIX: NEVER STOP

LEARNING

Socrates, Plato, Aristotle, St.
Thomas Aquinas, and Kant, among
hundreds of other philosophers,
saw virtue in knowledge. One of the
steps advocated by John O’Neil

(1993) in his book on renewal for
leaders is for the long-distance
leader to set an example of self-
criticism AND the passion to learn.
He reminds us that learning and
development goals should be part
of any formal evaluation process,
for self and others. This should not
be limited to just that which is
obviously job related. Deeper
knowledge, whether in order to
master new software, understand
technological advances of our
society, or learn the lessons of
history, will contribute to better
decisions. We are just beginning to

understand the links between
musical achievement and math-
ematical development, between
motor activity and speech profi-
ciency, and so on. The leader’s role
as willing learner sets the example
and inspires followers.

STEP SEVEN: BE INCLUSIVE

Be sure that the process, end,
means, and your leadership are
appropriately inclusive of diverse
ideas and individuals. Again,
according to O’Neil (O’Neil, 1993,
pp. 251-253), women may have a
slight advantage here, as they are
more accustomed to self-observa-
tion and introspection and more
willing to seek support. But in
today’s society the gender gaps
arguably are closing. Diversity is
not only a strength; it is an
obligation in a pluralistic society. H.

George Frederickson, in his chapter
on “pushing things up to their first
principles” (Frederickson, 1997, p.
234), provides eight principles for
public administrators. The eighth is
that “The spirit of public adminis-
tration is dependent on a moral
base of benevolence to all citizens.”
Benevolence to all necessarily
means inclusion of all representa-
tives and perspectives.

STEP EIGHT: LOOSEN AND

LIGHTEN UP

The necessity for
diversity and inclusiveness
also reminds us not to try so
hard to do it all on our own.
As leaders we should take
issues seriously, but not
ourselves. This helps our
followers to do the same.
Remember, public service
virtues include humility, and
humility can be enhanced
with a good dose of self-
deprecating humor. The
ability to laugh at yourself
often endears you to others,
reduces your stress and that

of others, and gives your followers
confidence to do likewise.

STEP NINE: RECOGNIZE

POWER AND USE IT IN
ETHICAL WAYS

Grant and Hoover (1994)
discuss French and Raven’s eight
bases of power, including:

· Coercive power - the sticks;

· Reward power - the carrots;

· Legitimate power based on
organizational rank/position;

· Referent power - due to
existing personal trust and
loyalty given by followers;

· Expert power- based on
knowledge and mastery;

· Information power - based on

Be sure that the process,
end, means, and your

leadership are
appropriately inclusive

of diverse ideas and
individuals.
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access to data and control of
its dissemination;

· Connection power - based on
links to powerful others; and

· Persuasive power - or
charisma.

We all have “power points” of
a different kind than their usual
reference today. The greater our
number of power points, the more
responsible we must be as we face
the inevitable equal potential for
abuse of power. Remember that
those with the greatest amount of
information, resources, networks,
rank, charm, and persuasive
personality must be the most
vigilant not to abuse their power.

STEP TEN: BEWARE OF

VICES PARTICULARLY

DANGEROUS FOR PUBLIC

SERVANTS

Carol Lewis and Bayard Catron
(Handbook of Public Administra-
tion, 1996, pp. 705-707) speak of
public service virtues and vices.
Some of their virtues have already
been alluded to in earlier steps,
including humility, moral sensitivity
and imagination, moral courage, and
prudence. We would do well, as
research administrators and
potential leaders for public good, to
guard especially against the vices
they mention, including self-
righteousness, self-indulgence,
self-protection, and self-deception.
Honest introspection, advocacy for
effective accountability and
institutional controls, and providing
safe means for followers to ques-
tion us on ethical bases will go a
long way toward helping us avoid
these vices and hypocrisy.

STEP ELEVEN: COMBAT

CYNICISM AND EMBRACE

OPTIMISM

Cynicism can paralyze us to

the point where we do not try to
accomplish good. At worst it
spreads as a destructive raging
virus. Raymond Cox (2000, p. 6)
points out that too often we see our
leaders as merely “transactional”
rather than “transformational”;
adding to this, the press often plays
the cynic. One result described by
Cox has to do with those occasions
in which the right decision happens
also to be “good politics”-under
such circumstances the decision
maker
risks
being
criti-
cized
for
doing
the right
thing!
So be it.

As
lead-ers
we
would
do well
to grant our leaders, including
elected officials, the benefit of the
doubt regarding motivations. We
should also make it a habit to share
ALL the reasons for our decisions
and positions on public policies,
including the ethical rationales, in
appropriate terms, even to the
media. We may wear the rock of
cynicism down with the gentle
water of a multitude of virtuous
decisions.

Practice optimism, albeit
cautious optimism on occasion. Act
and speak as if you are optimistic
until you actually feel it, if neces-
sary. Optimism is a powerful
leadership tool. It inspires, com-
forts, instills hopes in others, and
causes us to act and others to
follow.

STEP TWELVE: NEVER

GIVE UP THE GOOD FIGHT

When you fall down, admit it
and humbly and stubbornly try
again. Falls of an ethical nature are

perhaps the most painful to bear,
especially by those who value
virtue. Sometimes we lose our
moral compass; sometimes this
occurs while seeking political gain.
However, only rarely do we
perceive our ethical failures as
dramatic falls. As Robin Marshall
Bittick (2000, p. 2) says, “. . . the
lure of politics does not usually
require individuals to make major
changes in their beliefs all at once.
Rather, it lures them to make

incre-
mental
moral
com-
pro-
mises in
order to
gain
political
victory.”
Whether
in acts
of
omis-
sion or

commission, admitting to our
followers and others that we are
ashamed of ourselves because we
have not lived up to our own
expectations is one of the most
painful steps we must take. But it
can also be powerfully inspira-
tional to others. Grace in victory,
and humility and endurance through
personal failures and other defeats,
are marks of exemplary leaders.
We should practice such grace in
winning, humble confession when
we err, and persistence when things
go wrong in the small day-to-day
events, so that we will be ready for
the major victories or the serious
mistakes when they come.

CONCLUSION

Leadership, like life itself, is a
journey. As leaders in our profes-
sion we must routinely analyze
strengths and weaknesses in
ourselves and in our followers,
while considering the opportuni-

Those with the greatest amount
of information, resources,

networks, rank, charm, and
persuasive personality must be
the most vigilant not to abuse

their power.
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ties and threats present in our
situations. As we choose our paths
of action, it is hoped that these
twelve steps may be of help, so that

we all may act more ethically,
share our thoughts more openly,
learn more willingly, spread
goodwill and good humor broadly,

use our power responsibly,
overcome the nay-sayers, and fight
for the right with good cheer and
resilience.
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